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Highly Efficient Fault Detection Schemes for
AES S-Box Based on Redundant GF Arithmetic

DAI Qiang,DAI Zi-bin,LI Wei
(PLA Information Engineering University , Zhengzhou , Henan 450001 , China)

Abstract: In order to achieve the expected fault detection capability for the multi-parity based fault detection scheme of
AES S-box,a parameter calculation model was proposed to determine the total number of predicted parities according to the
expected fault coverage. Two multi-parity based fault detection schemes which divided S-box based on redundant GF arithmetic
into multiple blocks were designed on the basis of that number calculated by the model. The formulas for predicting the parity
of each block was derived and optimized,and the polynomial coefficients and the mapping matrices were found by exhaustive
search to get the optimum circuit. The simulation results show that the fault coverage of the two fault detection schemes is both
about 97% for the random multiple faults which verifies the effectiveness of the parameter calculation model. The fault cover-
age of the two schemes for the burst faults are 61. 8% and 76. 3% , respectively, which are better than most fault detection
schemes in existing works. Synthesis results show that the area-delay products of the two S-box circuits with fault detection ca-

pability are smallest compared to their counterparts with similar fault detection capabilities in existing literatures.
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Jrge— 3T, +15Ty + T, 87X +38A +160 +8N 15X +9A +10 + 1N 31X 4X 177.2X
g 3T, +15Ty + T, 87X +38A +160 +8N 37X +21A +10 +N 13X 5X 189.4X
i 3T, +16Ty + T, 81X +43A +110 +8N 16X +9A +10 +1N 31X 4X 172.2X
SCER[10] 3T, +15Ty + T, 87X +38A +160 +8N 21X + 14A +2N 35X 4X 189.8X
Scik[14] 4T, +27Ty 119X +36A 14X +9A +30 + N 23X 5X 190X
k(8] AT, +24Ty 118X +59A +9N +50 24X +10A +20 23X 5X 217.4X

X O TR LA Sy 51T AR O Sk THAR N AR THEIR
Ty AETTHERS Ty bS5 sl TAEmS To Dy skl THEm
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Eh%é?’ Ef%ﬂ,zl—‘ijf%*\* * \:E/‘JE*H/E%%I 0.96892
0.968906
BUNFCHRI8].[10] [14], HF R — « MmO I 0969 0268806
PERUI. SO I I R 2 SRR 10048 D o 5 .
iGN FSCHRI8 T L[ 141, /N TF g — » . BRI, s 5 osesse e
VR VTS SR ML F A ST T B, A0 & 0;;2:; 0.9688198 '

FEMR - ZERT PR e E B A B R AR T
SCHR T S8 M SEBRER A 25 FM FE 5 6 5 45 .
5 $HIRFE

AL, B SR R W R R M, Ay AT T 2
BEAL 5 B 5 58 & e (BDAH 98 0 BE ) A 5 OS2
170 LS I S A R 5 o] — A
RN EE R 180, H 5 A B E TR
5.1 Z#fE

)5 B, fifi i} #b3%B LFSRs( Linear Feedback Shifting
Registers ) 4= i £h Bl ML B 1] 52 55 Bl ML S5 A« X 7 98
— TE AT A — A4~ 36 i bl sk LFSR (G
PELL, R EZ A L (X) =X + X7 + X7 + X7 +
X+ X"+ X + X + X+ X + X + X+ X+ X+ 1)
AR Z 500 5 1T 8 LU HF i i b Sk LFSR (2 Ak
2, HAERE 2 A K L(X) = X + X +X + X +1)
P S SBENLA AL X T L1 5 L2 AR W) GG (E,
FETE AR R 1000000 1), 47 B 45 3 4 3k 4
i

R4 FE-SUYBEBEX

VES IR TE R | RARAR | MO R | R
L, = | AAFA2AFA2} ,
968866 | 3815 ~97% |~0.38%
¥ |1, = 19D},
ES
— |L, = |22BBF2BBF |,
968666 | 3692 ~97%  |~0.37%

L, =1{73},

ML 5 L2 WIIE{E 4 5 A OxAAFA2AFA2 5 0x9D
B, B 4 (a) (b) Bl 7R T AN TR BRRE 7 A BT Rk
P s R SR k4 5E 4 a1, 20 0) i E
553 R Y BB il A 5 0 L R R R 5 T AT 2
it

PTG N L2 A AL A 7E = AN
i 18 b sk LFSR (04 L3, HARAE 2 i
Ly(X) = X" + X  + X" + X" + X° + X + 1) iFE A2
HeBE. %P T L3 5 L2 ORI GG A, 76 10 A BRI ECh
1000000 B, fif FLA5HANF% 5 P,

FE— MR E SRR N 9T% x5 3. 1
RSO E BRI A R LT AR A, AT 5
UE T HL A5 S B0 TR ) A B

100 200 300 400 500 600 700 800 900 1000
BRI AL IK)
(OLCE E=aalliE

0-00387 4 503858
0.00386
0.00385
gg g‘ggigg 0.0038305  0.003829833
® 0.00382
0.00382 0.003823  0:003826-0.00382685 0.0038106
0.00381 0003815 0.003813667
0.0038
100 200 300 400 500 600 700 800 900 1000
AR IR (BT IR)
(bR E T Lk

P4 R AR G R AR R £
RS HEEERX

ES I HR{E Rl | DRAREL | B R R | BRI

Ly = {2AFA24,

Iy 968758 | 3908 ~97% =0.39%
L, ={9D},

%

. Ly = {32BBF{ s

- 968621 3793 ~97% ~0.38%
L, = {734 h

5.2 REMHE

ARG K W, 45 BB TE — > B sl B S A S B
AN TE AR RE . Jr S —h %S B REHLE A Bk 1
S35 i R L2 AR X T 2 583 Hih,
5 % il sk LFSR (i fE 14, HARE 2 3 0k L,
(X) =X +X° + 1) A KR ; XfHe 4 G, (8 10 %
filisk LFSR (GEfE L4, AR IE 2 N L, (X) =X° + X°
+ 1) AR, R S 2R R O B L R
M. JrE T 6 S GREALET A B S Fr A L2 A
Wk P FE 1 S 2 By, A LS AR X T
100000 4~ FifitfL 4 A , 76 B 19 i H 3 A 1000000 4> %8 &
T .

PEARINGR 6 PR, i — R R A A w5
KRR 61.8% 76.3% ,imiBHR SN 1.3% 2.3%.
T — 5T A SCHER T 5 0 RS I RE ) B BB A
556 T ER.

FT6 REMEBEE

PIES allie BRE | R R PR{ES

FE— 617751 13112 ~61.8% ~1.3%

HER— 762878 22755 ~76.3% ~2.3%
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I LA T HEET 65 nm CMOS T 2 bR 5T
HATER A, LR A I AR UL fatten £ Ak 58 W& I 15 2 1 AR
J6. R T RE/RTRN 7 S8R B EAG I S G r K 1) TR AR SO6)
A REE B B 7 I AL TR AG S Sk, TR
— A BT AR I N T 22.36% (44, 15% , FiE I}
Sr3E N T 12.08% (14.58% . 3% 7 J& 1 R FHHBE %)
85 Cy XN A I S & T AR e /) ) B g e Al S &
HL B T AR RE I A, 36 T R B2 TSR AU T
4% (Dual Modular Redundancy , DMR) 55 3 F 1F L 3% &
P4 -1 98 7 5 ( Normal Basis Recomputing with Permuted
Operands , NREPO ) i ) L i 187 B 5 E 1515 5.
£7T HERNS EHBEAER

2
#8 65nm TETEIHITR ASIC RIS R LL

i TR | AE I | RE B R

(pm?)| (ns) | Cum® xns) | ekl | Zhp

Jrg— 583 | 1.80 | 1049.40 | ~61.8% | =~97%
FERZ 674 | 1.80 | 1213.20 | =76.3% | =~97%
SCHK[10] | 627 | 1.80 | 1128.60 | ~61.7% | ~97%
SCHK[ 14T (NB)| 858 | 1.90 | 1630.20 | =~50% ~97%
SCHR[15] (PB)| 865 | 1.82 | 1574.30 | ~50% ~97%
SCHK[17](PB) | 953 | 1.80 | 1715.40 | =71.3% | =~97%
SCHRC13] | 754 | 1.90 | 1432.60 | =~50% ~50%

. W | ZER T FR-ZE AR i b 7 £ PB $8 5L F 2 0 i A S S fEILAk
(pm?) | (ns) (wm? x ns) R L) NB 85T IE MR BRA I S S B
G 381.60 | 2.40 915.84 0 +R9 FPCA SLIMERES BN
T~ 466.92 | 2.69 1256.01 ~97% - B - HiAL o
%+ 426,96 | 2.74 1169.87 ~97% PiES ) g | | AR i
A (Slices) )
F%— |550.08 | 2.75 1512.72 ~97% (MHz) (Slices xns) | (ZHfE)
DMR 783.00 | 2.70 2114. 10 ~100% g 178.38 | 20 112 ~97%
NREPO # 15 | 783.00 | 2.70 2114. 10 ~100% HZEZ | Xiling | 169.09 | 25 148 ~97%
FE TR« FRRH 65 .C FEMERTROREARN S £ % SCHR[12] | Virtex-6 | 126.41 | 49 387 ~50%
NREPO # 7R NREPO R[] TOARSEAN e 4 A iU AR 52 B SCHik[24] 254.71 | 122 479 ~50%

HET AL, RETE— — o« I R
W& /N DMR  NREPO, {H a2 | [ F 48 B AR 2 0 /)N T
DMR \NREPO. 3 7 "5 % — = [ 11 5 1R A B AR
AN ABFER R TFJ5 58—, 35 & TR B8 Y5 SRR 4% 1Y)
. T — W RE R /N, AR T §8— =, IS
B PR PRI —E ZR A A

TS O SCER R BRI S & BT EOW L
B N K B AR E I A R G LA . 8 B
IR T ARSI RSB STk R i ASIC SEBLIR B AE
B, e S5 BN LG T 45 SCHR 7 X R R W bE 5 £
WA B ) A o 7 2R (A R S, T Sk [ 10 1A 45
T R 35 Bl S o AR G (2°) SRt R i
(B 5 W B A 0 3% ) (%) i R BB, PR L TE R B S AR
SCHFGEAT L. RN H A, 8 SCHR [ 10 ] 265 H 0 B A 451
e GF(2°) sReath i B A 6 Rl b 8T T — 4> 58 9 1l e
Rl S Gr g CRAIS /v 5 MR T R) A
SCHHIA) 254 B HEAT R R0 L S L PR & A T R 547G
SERNER 8 5 4 1T PR,

f# ] Xilinx ISE14. 7 T. E 3 F Xilinx Virtex-6
XCO6VLX240t FPGA fifi {105 47 BRI 4545, &5
G IMRIFBOTZR , LR MG B B AR S A SO R
58 SCHR 5 S0 T B L Eh e 8 R | T ARUAE AR S M
SN 9 iR, 9 Hia—F0% T 45 SCHk T 1)

R TSR U B AR SO B o R LA T - A
I AR ok e R S £ v B8 A0 25 IO TTAG A ofe . 2 8
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SCHR[24 ] NFSCERL 12 ] B R — T AR - S
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B AR SCRT LT PR R B A S 6 Hh JE , 0o 2l e 5 %8
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